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TEXHOJIOIrNS BJIOKYENH
0nsg ABTOMATU3AUMM 30AHUNA

®eankc MNaccMaH, AOKTOP, PYKOBOAMTEAD OTAEAA TeXHOAOTUI, Fr. Sauter AG

C nossneHnem 6UTKOMHA, LUPPOBOM MHTEPHET-BANIOTHI, TEXHONOIUS BNOKYEHNH HEOXMAAHHO
npespatunack B Heuto Gonbwee, Yyem Npocto peknama. MHTEpHET-rMraHTbl NAAHUPYIOT BBECTH
cBOM cobCTBEHHBbIE LM POBBIE KPUNTOBAMIOTHI, YIPOXAS TPAAULMOHHOMY MUPY KIIOYEBbIX BANIOT
U 6ankoB. Ho Hapsay ¢ 3TUMM MeraTtpeHpaMM MMeeT MECTO U APYroM NOAXOA[, KMUPHOE» MUC-
NONb30BAHME TEXHONOMMM BIOKYENHA — ANs 3ALWMUTBI AOHHBIX U NPOLLECCOB, UCMOMb3YEMbIX MPU

ABTOMATU3ALMM 34AHHUMA.

AOKYEMH — 3TO AelleHTpaAM30BaHHas 0a3a AaHHbIX,

KOTOpast MOAAEPKMBAET MOCTOAHHO PaCTYLLMIA Cr-

cok 3anucent. B onepaumax ¢ 6uTkonHoM 3Ta 6asa
ABHHBIX PaCLIMPSETCA C KAXKAOM TpaH3akUMeN, TEM CambiM
BbICTPayBast LIEMOUKY, B KOTOPYIO MOCTOSIHHO AOOaBASIOTCA
HOBbIE IAEMEHTbI A OAOKM (OTCIOAA M TEPMUH KOAOK-
yelH»). Koraa 6A0K 3aBepLUEH, CO3AAETCA HOBbIN, COAEPKa-
LM LMPPOBOI OTMEYaTOK MpeAblayLiero 6aoka. Ecan kTo-
TO YABASIET TOABKO OAMH SAEMEHT B 3TOW Lienouke GAOKOB
ABHHbIX, OTMEYaTOK 3aTParnBaeMoro HAoKa U3MEHSETCA W,
TakuM obpa3oM, BCs Lienoyka BAOKOB pacrnasaeTcs Ha OT-
AEAbHbIE 3BEHDA.

#mepmuHororus

BumkosiH (aHra. bitcoin, 06pasosaHo coegnHeHyem cAos bit —
6um (egnHULAa M3MepeHus MHEGOPMALIMM) 1 CoIN — MOHeMA) —
HOBAsA UMGPOBAS BAAMA, CO3AHHASA M pabomMaioLLast MOALKO
80 BcemmpHor naymuHe.

BcemupHasa naymmumna (aHra. World Wide Web) — pacnpe-
geAeHHass cucmemd, nbegocmaBASioLLAs JoCmMyn K CBA3AHHbIM
MexXgy coboi goKyMeHMAam, aCNOAOKEHHBIM HA PA3AMUHbIX
KOMNBIOMEPAx, NOGKAIOYEHHBIX K cemu VIHmepHem.
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OcobeHHOCTLIO BUTKOMHA ABASETCS TO, UTO KaXKAast TpaH-
3aKLMsA BHOBb MPOBEPAETCA, MPEXAE YEM 3aMnCbiBaeTCs B OAOK-
YerH. Kaxabilt KOMMBIOTEP B CETU MOXET BUMAETb, YTO abOHEHT A
XOYeT nepeBecTi OUTKOWMHbI aboHeHTY B. 3aTem KomMmbloTepbl
B CETW MPOBEPSIOT, COOTBETCTBYET AW TPaH3aKLMA MpaBiAam
M AOCTATOYHO AW Y A BUTKOMHOB. TOABKO MPU YCAOBMM COTrAa-
CYS BCEX YYACTBYIOWMX KOMMBbIOTEPOB C TEM, UTO TpaH3aKLMs
ACVICTBUTEAbHA, OHa 3aTeM BBOAWTCS B OAOKUENH C LieMbio, Mo-
CTOSIHHO 3alLMLLAIOLLEN €€ OT MOAAEAKM.

[NpoLiecc MPOBEPKM YPE3BbIYAHO 3arpyxaeT MpoLeccop.
IPO'psiaa KpynHbix GUTKOMH-KOMMaHMA MO3BOAWA OMPEAEAUTD
1X SHEpronoTpebAeHWe U SKCTPANOAVPOBATL €ro Ha BCIO CETb
OUTKOMHOB. BbIA CAEAaH BBIBOA, UTO AASt paboThl CETH ceivac
TpebyeTcst okono 46 TBTey (46 x 109 kBTeu) anekTpoaHEPrIM
B rOA. 2Ta NoTPebHOCTbL B SHEPr1M MPUBOANT K BbIOPOCY OKOAO
22 MT AMOKCHAQ YTAEPOAQ B FOA, UTO MPUMEPHO COOTBETCTBYET
Boibpocy CO, B lambypre nan et LLpu-Aarke.

VHMKaAbHO BHEAPAET TEXHOAOTMIO BAOKUENH KOMMaHMA
Sauter (panee — KomnaHus) — oHa CBS3bIBAET CBOM CTaHLMM
aBTOMaTM3aLMM B CETU 3AHMI U CO3AAET KOABLIO BAOKUelHa.
[py 3TOM MCMOAb3YeMbIE BbIMMCAUTEABHBIE PECYPChl U AOMOA-
HUTEABHbIE KOMMYHMKALIMOHHbBIE AaHHbIE BOAEE YeM CKPOMHbI.
B pe3yAbTaTe noAydaeTcs nosbilieHne 6€30MacHOCTM AaHHbBIX
6e3 Upe3mMepHOro sHepronoTpebAeHUS.

KubepbesonacHocTb B anoxy MHTepHeTa Beluei

Co3paHne HOBOWM CUCTEMbl aBTOMAaTU3aLMK 3AAHWN
modulo 6 Sauter oTKpPbIAO ABEPU B OBAAUHBIE TEXHOAOTMM U
TexHorormn MHTepHeTa Belelt (loT). OaHako NOCKOABKY 3aa-
HUS MOAKAIOUEHDI K VIHTEepHETY Belliel 1 obAaky, be3onacHoCTb
CUCTEMbBI M CETU CTaHOBUTCA Cepbe3HON MpobaemMolt. YTobbl
NpeoAOAETb 3TY Npobaemy, B KoMnaHum 6bina pa3paboTaHa
KoHLenums knbepbesonacHoCTH A modulo 6 Ha 6ase HoBoro
MEXAYHAPOAHOrO CTaHAapTa MPOMBILUAEHHOM aBTOMaTH3aLMM
IEC 62443. CraHaapT IEC onpeaeasieT ceMb dyHAAMEHTaAbHbBIX
TpeboBaHWI 1 YeTbIpe YPOBHS 6€30MacHOCTH AAS kKnbepbeso-
nacHocTu (M. Taba. | 1 2).

VYpoBHM 6e30MacHOCTH, AOCTUMHYTble Mo modulo 6 A
CeTen U KOMMOHEHTOB CUCTEMBI, OMMCaHbl B PYKOBOACTBE MO

Tabamua | Cemb pyHAAMEHTaAbHbBIX

TpeboBaHui coraacHo IEC 62443

modulo 6 aasa knbepbesonacHocTH. DTa cnelmdurkaums no-
3BOASIET OMPEAEAUTH TeKYLMIA YPOBEHb HE30MACHOCTM AAS
YCTaHOBOK, KOTOPbIE MOTYT TpeboBaThb CMeLMarbHOM 3alimThl,
1 NpK HEOBXOAMMOCTM YCUAWTL 3TV LIEAEBBIE MEPBbI.

Bao KHeﬁH-KOAbU‘O, 06pa3OBaH|-|oe CcTaHUMAMU
aBTOMaTU3auunu

Modulo 6 1MeeT BbICOKWI YPOBEHb 3aLLMTbl, BCTPOEHHbIM
n3HauaAbHO. CTaHLMA aBTOMATH3ALMM MPEAAAraeT COBEPLLIEHHO
OTAEABHBIV OT CETU 3AaHNSA CETEBOM MHTEPPENC. DTO CO3AaET
MEXCETEBOM dKpaH MexAy VIHTEPHETOM U AOKaAbHOM CeTbio
3paaHus. LLindposaHue, ayTeHTndUKaLMA 1 3almMTa AOCTYNa
rapaHTUPYIOTCS MPOBEPEHHBIMM TEXHOAOTMSMM He30mnacHo-
ctn (TLS 1.3, IEC802.1X 1 T. A.), a ceTeBble UHTEepdeNch yxe

Ta6Aunua 2 YposHu 6e3onacHocTn coraacHo IEC 62443

YposeHb C .

AyHaiHOe HerpaBMAbHOE UCMOAb30OBaHUE
I. MaeHTndMKaLMs 1 ayTeHTUMKaLma 6e3onacHocTu | Y P
2. KOHTpOAb UCMOAb30OBaHUS YpoBeHb

6e3sonacHocTH 2

VMBILLAEHHbBIE MOMbBITKM C OCHOBHbBIMM pecypcamu

3. CuctemMHas LLEAOCTHOCTb

YpoBeHb

4. KoHpuaeHLUMaABHOCTb AaHHBIX
6esonacHocTy 3

5. OrpaHuyeHHbIN MOTOK AQHHBIX

['peaHaMepeHHble MOMbITKK, HO C 6oAee MPOABUHYTBIMIM 3HAHUAMM
1 6oAee OOWMPHBIMM pecypcamm (HanpuMep, Xakepbl, CrieLmManm3m-
pylOLMECs Ha aBTOMATM3aLMM 3AaHUM C OBLLIMPHBIMW GUHAHCOBBLIMIA
pecypcamm, MAU KOHTPaKT)

6. OnepaTuBHbIN OTBET Ha COBbLITUA Vposetb

6e3onacHocTH 4

7. Haanume pecypcos

LleneBble aTaku, HO C KOHKPETHBIMM 3HAHUAMM W 3HAUYNTEABHBIMM
pecypcamm (CaHKLMOHMPOBAHHbIE MPaBUTEALCTBOM CMELICAYXObI,
Hanpumep ataka Moccaaa co Stuxnet Ha MpaHcKMe YpaHOoBbIE LieH-

TPHGyTH)

"IPO, oT aHra. Initial Public Offering, «nepsuiHoe myGAMUHOE NpearOKeHVe» — NepBas MyOANYHas NPOAAKA aKLMIA aKLMOHEPHOrO ObLieCTBa.

HTTP://ENERGO-JOURNAL.RU/
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Puc. BaokuyerH-koabLo Sauter

XOPOLWO 3almileHbl 0T DoS-aTak Ha ypoBHe aBToMaTM3aLmMu.
ChAepoBaTEABHO, MPOLIECCH MOXHO HaOAIOAATb, OFPaHUUMBATS,
V30AMPOBATb WA ABKE MPU HEOOXOAMMOCTM OCTaHaBAVBATb.

Modulo 6 Takxe OCHalleH CTaHAApPTOM 6e30MacHOCTM
BACnet/SC (BACnet Secure Connect), 3anAaHMpoBaHHbIM Ha
2020 roa. DTO 03HAYAET, UTO AOAKHBIM OBPA3OM BbINOAHEHDI
ocHoBHble Tpebosanua [EC |, 2 n 4-7. Torbko aad Tpebo-
BaHWs 3, TO eCTb AAS OBecrneyeHUs LIEAOCTHOCTM CUCTEMSI,
CYLLECTBYIOLLME MEPbI MPEACTABAAANCH BCE ElUE HEYAOBAET-
BOPUTEAbHBIMM. LIEAOCTHOCTD crCTeMbI Takke MOXeT BbiTb
onMcaHa Kak HEeMoOBPEXAEHHOCTb AAHHBIX MAM 3alliMTa OT He-
CaHKLMOHMPOBAHHOMO U3MeHeHMs AaHHbIX. [1prMepamu 3Toro
MOTYT ObITb M3MEHEHKE MPOBEPEHHBIX AGHHBIX M3MEPEHUI 1
06paboTKM MAK MOMEXM B MPOrpamMmax aBToMaTusaLmm. Takme
M3MEHEHUSA AGHHBIX MOTYT ObITb BbI3BaHbl AKE COOCTBEHHBIM
OBCAYXKMBAIOWMM MEPCOHAAOM KOMMAHUU — MO HE3HAHMIO U
COBEPLIEHHO CAYYalHO.

[MNpeACTaBAAA NMPUHLMMLI GYHKLIMOHUMPOBAHWS TEXHOAOMI
BUTKOMHA 1 BAOKYENMHA, Mbl M3HAYAABHO BK3yaAM3Mpyem bes-
OMacHOCTb TPaH3aKLMt AaHHBIX MAKM nAaTexen. OAHaKO Hike
3TOrO YPOBHSA AMHAMWYECKMX TPaH3aKLIMM HAXOANTCS CTaTuYe-
cKas pacrnpeaeneHHas 6asa AaHHbIX, 3aLLMLLIEHHAs LIENOYKOM BAO-
KOB, — CBOETO POAA «OyXranTepcKast KHMra, 3aA0XKeHHas B OCHOBY
BCEX CYLLECTBYIOLLUMX TPpaH3akLmi». B HacTosLee Bpems Komna-
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Baokuerin (blockchain, usHauarsHo block chain — gocaosHo
«UENOYKA BAOKOBY) — geLIEHMPAAM308aHHAS 6A3a GaHHbIX, 8 KO-
mopo¥i Bce 3anuck (bAOKK) CBA3AHBI MEXJY CODOM C NOMOLLbIO
chegcms Kpunmorpaguu,

Kpunmorpagusa (om gp.-rpeu. Kpumtog «ckpoimbiiy +
YPAPW «nmwy») — Hayka o Memogax obecnedeHmst KOHpH-
GEHLMAAbHOCMM (HEBO3MOXHOCTIM NPoYMeHUs MHopmaLmm
NOCMOPOHHIM), LIEAOCMHOCMIA GAHHBIX (HEBO3MOXHOCMM HE3a-
MEMHOIO M3MeEHEeHS MHOPMALM) 1 aymeHmmcmkaLm (npo-
BEPKM NOGAMHHOCMIM ABMOPCMBA MAM MHbIX CBOICMB 00bekma).
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HWS BOMAOLLAET 3TOT MPMHLMM B MUP CETEBOM aBTOMaTH3aLMM
3AQHUI 1 pa3pabaTbiBaeT COOCTBEHHbIN BAOKUENH-MpoLeCC.

Vaes npocTa: cTaTuieckme AaHHble CTaHLM aBTOMaTM3aLMM
B CeTM 0Opa3yloT CBOEro poAa BAOKUENH-KOABLIO. Kaxaas cTaH-
LMs aBTOMATU3aLMK reHepupyeT CBOW LM$POBOM OTMeYaToK.
OH ocHoBaH Ha ee COBCTBEHHbIX AAHHDBIX 1 KOTMeYaTKe MaAb-
La» NpeAblAyLLEN CTaHLMM B KOAbLIE DAOKYelHa. AaHHble HAOka
OObIYHO COCTOSAT K3 MPOrpPamM, BCTPOEHHOTO MPOrpaMMHOro
obecreyeHns 1 napaMeTpoB npoliecca v ceTu. [polie rosops,
KaXAas CTaHLWS UCMOAb3YET CBOWM COBCTBEHHBIE AAHHBIE AAS
bopMMpoBaHuMs 6AOKa B BAOKYENHE.

B cAyuae HapylleHWs LLIeAOCTHOCTU BAOKYelHa OTBETbI CH-
CTEMbI:

|. TOAbKO BbI3BaTb TPEBOTY.

2. AKTVBMPOBAaTb TPEBOTY U M30AUPOBATb 3aTPOHYTYIO CTaH-
umio (M NPUHSATH COCTOsIHME aBApPUIMHOMO CUrHaAa, HarpuMmep).

3. AKTVBMPOBAaTb TPEBOTY, U30OAMPOBATL 3aTPOHYTYIO CTaH-
LMIO 1 HayaTb aBTOMATUYECKOE CAMOBOCCTaHOBAEHME.

Aenctane 3 TpebyeT co3paHus LMPPOBOro «OAv3HEL»
AASt KXXAOM CTaHLMM BO BPEMS BBOAA B 3KCMAyaTaLMio. DTU
«BOAM3HeLBD (KOs BCeX CTaTUUECKMX AaHHbIX) COXPaHSIOTCA
B 3almdpoBaHHOM 6a3e AAHHBIX. 3aTeM OHM MOTYT XPaHWUTLCSA Ha
BbIAEAEHHOM CTaHLIMK aBTOMATM3aLIMK, AOKaABHOM KOMMbloTepe
WAV B LieHTpe 06paboTkiM AaHHbIX / 0bAake.

MpeunmyLecTBa pelueHus

YcoBepLUeHCTBOBaHHas NpoLieAypa AAS BAOKUerHa NO3BO-
ASIET CAyHaliHbIM OOPa30M PacripeAeAiTb KOAUSHELIOBY MEXAY
CYLLECTBYIOLLMMM CTAHLMAMKU. DTO NOAHOCTBIO YCTPaHAET He-
06XOAMMOCTb B AOMOAHUTEABHOM KOMMbloTepe 6a3bl AAHHbIX.

lNpoLiecc caMoBOCCTaHOBAEHWS OCOBEHHO MoAe3eH BO Bpe-
MA TekyLlero obcAyxmBanus. [1py 3ameHe cTaHUMM aBTOMATU-
3aLMK AaHHblE, NPOBEPEHHbIE BO BPEMS BBOAA B SKCMAYaTaLMIO,
rapaHTMpPOBaHHO OyAyT nepeAaHbl.

B HacToslee Bpems npoLieaypa GblAa MPEACTaBAEHA B Ka-
YeCTBe MaTeHTa 1 MPOLLAG MEXAYHAPOAHDBIN MaTEHTHBINA MOWCK.
TakuM 06pa3oM, BbIA AOCTUMHYT YHMKaABHBIV YpOBeHb 6e30omac-
HOCTW AASH BaXKHbBIX TPEOOBaHMM LIEAOCTHOCTU CUCTEMBI, MPEA-
ycMoTpeHHbix [EC 62443. 1
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